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What's next to do Major Items

Intune Plan for Change: Default password setting for Android Enterprise MC222592
devices
check before: 09/29/2020
In October's release we will be changing the default Required password Status:
type setting from "Numeric" to "Device Default" in the device password Created: 09/22/2020
category for Android Enterprise corporate-owned fully managed,
. . Product: Intune
dedicated, and corporate owned personally-enabled (COPE) devices.
Platform: Android, World tenant
Scope: MDM, Administration
Ring:
Type: Tenant:
Docu to check Automation / Scripts, Working instructions for IT Support
MS Preperations We encourage you to update your documentation to note the change in password settings.

Learn more about password device restrictions on Android Enterprise
"https://docs.microsoft.com/mem/intune/configuration/device-restrictions-android-for-
work#password" here.

MS How does it affect This will not impact existing policies. However, newly created device password policies for Android
me Enterprise corporate-owned fully managed, dedicated, and COPE devices will now default to
"Device Default" instead of "Numeric".




What's New in the Microsoft Intune Service Update for September

MC222603

check before: 09/29/2020
Your Microsoft Intune account has been updated to the latest service Status:
build. Created: 09/22/2020
How does this affect me? Product int
. . . roduct: ntune
You will see the service release number updated in the Tenant Status
blade of the Intune console soon. We've introduced some changes that Platform: World tenant, Online
we're excited for you to try out. Scope: MDM
What do | need to do to prepare for this change? Ring:
Click additional information below to learn more about what's new in this
service release. We’'ll continue to update the What's New page with any
features that are released between now and the next monthly service
update.
More information on how the Intune service updates each month is in this
blog post: "https://techcommunity.microsoft.com/t5/intune-customer-
success/microsoft-intune-service-updates/ba-p/358728"
style="background-color: rgb(255, 255, 255)">Microsoft Intune Service
Updates
Additional Information: "http://aka.ms/intunewhatsnewtoday" Intune
What's New
Type: Tenant:
Docu to check Working instructions for IT Support
More Info URL http://aka.ms/intunewhatsnewtoday
What's next to do normal Items
Outlook for iOS: Set Outlook as your default email app with iOS and iPadOS 67980
14
check before: 08/31/2020
When iOS and iPadOS 14 are available and you update your OS, you can Status: In development
choose Outlook as your default email app. Created: 09/16/2020
Product: Outlook

Links

Docu to check

Platform: Education, iOS, US Instances,

Scope:

World tenant

MDM, User

Ring:  Monthly Channel (Standard)

Type: User impact, New
feature

67981

Working instructions for IT Support, User Trainings, User Knowledge base

Tenant:




What's next to do minor Iltems

Microsoft Search in Bing and Edge mobile applications

57069

check before:

10/31/2019

With Microsoft Search in the Bing and Edge mobile applications (iOS and Status: In development
Android), you can now authenticate with your organizational account and Created: 11/07/2019
search across information in Microsoft 365 and connected experiences ,
. . Product: Microsoft Search
with Microsoft Search.
Platform: Android, iOS, mobile
Scope: MDM, User
Ring: General Availability
Type: Tenant:
Docu to check User Knowledge base
More Info URL https://techcommunity.microsoft.com/t5/Microsoft-Search-Blog/Microsoft-Search-bringing-
intelligence-to-your-world-of/ba-p/960144
(o \Ba[e])] Newitem-"Launched"
Microsoft Teams: New Teams phone feature update 65593
check before: 08/31/2020
Updates to Microsoft Teams phones available now (version Status: Launched
1449/1.0.94.2020071702). Includes: Home Screen with Meeting, Created: 09/22/2020
Customize Quick Access to Apps, Auto Accept with Video for Meeting
Product: Teams
Nudges, and Teams Button Support as part of the update.
Platform: World tenant, mobile
Scope: Developer, MDM,
Administration
Ring: General Availability

Type:

New feature

Docu to check User Knowledge base, Working instructions for IT Support

Tenant:




Manage Windows 10 Enterprise multi-session Windows Virtual Desktop VMs 70743
with Microsoft Endpoint Manager (MEM)

check before: 08/31/2020
IT Pros can manage Active Directory or hybrid Azure Active Directory Status: In development
joined Windows 10 Enterprise multi-session Windows Virtual Desktop Created: 09/22/2020
VMs with Microsoft Endpoint Manager (MEM). ) i
Product: Azure Active Directory,
Windows 10, Windows Virtual
Desktop
Platform: i0S, Windows Desktop, World
tenant
Scope: Administration, MDM
Ring: Preview
Type: Admin impact, Tenant:
Feature update
Docu to check Service Description, Automation / Scripts
(o \Ba[e])] Newitem-"Launched"
Microsoft Teams: Delegate device management admin role in Teams Admin 68756
Center
check before: 08/31/2020
The device admin role can only view and manage the devices section in Status: Launched
Teams Admin Center. This will allow Global Admins to restrict and control Created: 09/22/2020

the permission of managing other Teams Admin Functions. ) .
Product:  Microsoft 365 admin center,

Teams

Platform: World tenant, Online

Scope: Administration, MDM

Ring: General Availability

Type: New feature, Tenant:

Admin impact

Docu to check Working instructions for IT Support

(of \Uh[e])] Newitem - "Launched"



Manage Windows 10 Enterprise Windows Virtual Desktop VMs with Microsoft 70742
Endpoint Manager (MEM)

check before: 08/31/2020

IT Pros can manage Active Directory or hybrid Azure Active Directory Status: Launched

joined Windows 10 Enterprise Windows Virtual Desktop VMs with Created: 09/22/2020
Microsoft Endpoint Manager (MEM). ) i

Product: Azure Active Directory,

Windows 10, Windows Virtual

Desktop

Platform: Windows Desktop, World

tenant

Scope: MDM, Administration, Security

Ring: General Availability
Type: New feature Tenant:
Docu to check Working instructions for IT Support
Intune: New Endpoint Security Antivirus reports MC222596
check before: 09/29/2020
We are introducing new Microsoft Defender Antivirus reports in the Status:
Microsoft Endpoint Manager admin center to help you monitor your Created: 09/22/2020

devices for status on malware and antivirus states. You will be able to use
two new operational reports to see which devices need your attention and
two organizational reports to view general antivirus information.

Product: Defender, Intune, Microsoft
365 admin center

Platform: World tenant, Online

Scope: Administration, MDM, Security

Ring:
Type: Tenant:
Docu to check Working instructions for IT Support
More Info URL https://aka.ms/new-endpoint-security-av-reports
MS Preperations Familiarize yourself with the new reports and update your documentation if needed.

For more information on reporting, see
"https://docs.microsoft.com/mem/intune/fundamentals/reports” Intune reports and
"https://docs.microsoft.com/mem/intune/protect/endpoint-security” Manage endpoint security in
Microsoft Intune.

MS How does it affect We're adding four new reports for Microsoft Defender Antivirus on Windows 10 in Microsoft

me Endpoint Manager. These reports include:
Two operational reports, Windows 10 unhealthy endpoints and Windows 10 detected malware. In
Microsoft Endpoint Manager, select Endpoint security > Antivirus.
Two organizational reports, Antivirus agent status and Detected malware. In Microsoft Endpoint
Manager, select Reports > Microsoft Defender Antivirus.
We encourage you to use these new reports over the legacy Threat Agent Status report which we
will be deprecating in the future.
Learn more about these reports on the blog:
"https://aka.ms/new-endpoint-security-av-reports" https://aka.ms/new-endpoint-security-av-reports




Microsoft Teams: Direct guest join for Zoom and WebEx Meetings

68736

check before: 09/30/2020
Now Teams Rooms and Zoom Room devices can connect to each other’s Status: Rolling out
web meeting experience via embedded web technologies. This is Created: 09/22/2020
intended to reduce the friction you experience when trying to join calls
. . . Product: Teams
from external partners or clients who may not be using the same meeting
service. Platform:  World tenant, Online, mobile
Scope: Administration, Developer,
MDM
Ring: General Availability
Type: New feature Tenant:
Docu to check Automation / Scripts, Working instructions for IT Support
Microsoft Teams: Manage Teams displays in Team Admin Center 68754
check before: 09/30/2020

We are adding the Teams Display, one more device category that can be Status: In development
now managed within Teams Admin Center. Created: 09/22/2020
Product:  Microsoft 365 admin center,
Teams
Platform: World tenant, Online
Scope: Administration, MDM
Ring: General Availability
Type: New feature, Tenant:
Admin impact
Docu to check Working instructions for IT Support
Microsoft Teams: Nokia Session Border Controller certification for Direct 68768
Routing
check before: 09/30/2020
Microsoft has partnered with Nokia to certify that their SBCs work with Status: Rolling out
Direct Routing. Created: 09/22/2020
Product: Teams
Platform: World tenant
Scope: Administration, MDM
Ring: General Availability

Type: Feature update

Docu to check Working instructions for IT Support

Tenant:




Microsoft Teams: ARM 64 Native Teams App

68725

check before:

09/30/2020

We will soon release a native ARM64 Teams client that provides improved Status: In development
performance and reliability on ARM devices. Created: 09/22/2020
Product: Teams
Platform: World tenant, Windows
Desktop, mobile
Scope: MDM, Administration
Ring: General Availability
Type: New feature Tenant:

Docu to check Automation / Scripts
Outlook for iOS: Play My Emails available in other countries 71039
check before: 09/30/2020

Play My Emails in Outlook for iOS can be used by customers in Canada, Status: In development
United Kingdom, Australia and India. Created: 09/21/2020
Product: Cortana, Outlook
Platform: Education, iOS, US Instances
Scope: User, MDM
Ring:  Monthly Channel (Standard)
Type: Feature update Tenant:

Docu to check Working instructions for IT Support, User Knowledge base
Microsoft Teams: Ericsson Session Border Controller certification for Direct 68769

Routing

check before: 10/31/2020
Microsoft has partnered with Ericsson to certify that their SBCs work with Status: In development
Direct Routing. Created: 09/22/2020
Product: Teams
Platform: World tenant
Scope: Administration, MDM
Ring: General Availability

Docu to check

Working instructions for IT Support

Type: Feature update

Tenant:




Microsoft Teams: Device management automatic alerting in Teams Admin
Center

68755

check before:

10/31/2020

Device management automatic alerting provides more efficiency in Status: In development
identifying devices issues by triggering notifications that can be turned Created: 09/22/2020

into an immediate correction action. ) )
Product:  Microsoft 365 admin center,
Teams
Platform:  World tenant, Online, mobile
Scope: Administration, MDM
Ring: General Availability
Type: Admin impact, Tenant:

New feature
Docu to check Working instructions for IT Support

Windows Virtual Desktop: Migration tool for non-ARM to ARM objects 63945
check before: 10/31/2020

Objects created with the Windows Virtual Desktop classic) GA release are Status: In development
non-ARM and cannot be managed by the Azure portal without explicit Created: 09/17/2020
migration to the ARM model. A tool will be provided by Microsoft that will _ _
. . i ' Product: Windows Virtual Desktop
allow customers to migrate their non-ARM Windows Virtual Desktop
objects to ARM Windows Virtual Desktop objects in a simplistic manner. Platform: Windows Desktop, World
tenant
Scope: Administration, MDM, Security
Ring: Preview
Type: Feature update, Tenant:
Admin impact
Docu to check Automation / Scripts, Working instructions for IT Support
Microsoft Teams: Spotlight for Microsoft Teams Rooms on Android 68740
check before: 11/30/2020

The spotlight feature enables meeting organizers or presenters to lock a Status:

video feed view on behalf of the meeting attendees. Created:
Product:
Platform:
Scope:
Ring:

Type:
Docu to check

In development
09/22/2020

Teams

Android, World tenant
MDM, Administration, User
General Availability

Tenant:

User Knowledge base, User Trainings, Working instructions for IT Support




Microsoft Teams: Large gallery view and Together Mode on Microsoft Teams
Rooms on Android

68741

check before:

11/30/2020

Support for Large gallery view (view up to 49 meeting participants at a Status: In development
time) and Together Mode on Microsoft Teams Rooms running on Android. Created: 09/22/2020
Product: Teams
Platform: Android, World tenant
Scope: MDM, User
Ring: General Availability
Type: Feature update Tenant:

Docu to check User Knowledge base, User Trainings
Microsoft 365 admin center: Enhanced management capabilities in Microsoft 67118

Defender Antivirus for SMB IT admins

check before: 11/30/2020

New management capabilities that make it easier for small and medium- Status: In development
sized businesses to get visibility into how Defender Antivirus is protecting Created: 09/22/2020
the Windows 10 devices in their organizations. From the Microsoft 365 .
. . . . . . . Product: Defender, Intune, Microsoft
admin center, IT admins will be able to view active threats in their )
. . . 365 admin center
environment, understand which users and devices are affected by them,
which of these were blocked or quarantined, and where a review is Platform: Windows Desktop, World
needed. These admins will also have oversight from one place to see tenant
which devices are running Microsoft Defender Antivirus, if those are up to Scope: Administration, Licensing,
date, and where action is needed. The new capabilities apply to all MDM
?Windows 10? devices that are enrolled in ?Microsoft Intune with a Ring: General Availability
Microsoft 365 Business Premium subscription plan.
Type: New feature, Tenant:
Admin impact
Docu to check Working instructions for IT Support
More Info URL https://aka.ms/smbtechcommunity
Microsoft Teams: Dual front-of-room screen support for Microsoft Teams 68742
Rooms on Android
check before: 11/30/2020

Support for Dual front-of-room screens for Microsoft Teams Rooms on Status:

Android. Created:
Product:
Platform:
Scope:
Ring:

Type: New feature

In development
09/22/2020

Teams

Android, World tenant
MDM, Administration
General Availability

Tenant:



Docu to check Working instructions for IT Support
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